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WISeForm 1.0 User’s Guide

Introducing WiSeForm

WIiSeForm is a consumer password management and web sign on application.
Passwords are never going to disappear, most Internet users struggle with password
management, and as a consequence they often use weak passwords, use the same password on
many sites, and fall prey to phishing and other schemes. WISeForm allows users to circumvent
these problems by generating unique secure passwords for each of their web site logons,
securely storing and managing these passwords using extremely strong cryptographic
algorithms, and preferably strong authentication technologies such as smartcards, and enabling
users to easily and securely single sign on to websites through WISeForm, thus reducing their
susceptibility to phishing attacks.

Installing WISeForm
a. System Requirements:
- Operating System: Windows 2000/XP/2003/Vista
- Browser: Internet Explorer 5.5 or later. Firefox 2.0.
b. Downloading WISeForm:
You can download WISeForm here
c. Installing:
a- Close all current running instances of IE.
b- Double-click on WISeForm installer.
c- Follow the instruction below to install WiSeForm application:
- When the user double-clicks on the application file, a dialog will be shown as below
and click on “Next” button.
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+ WiSeForm 1.0 RC1 Build 243 (20071222) Setup

~ = Welcome to the WiSeForm 1.0 RC1
Build 243 {20071222) Setup Wizard

This wizard will guide wou through the installation of
WISeForm 1.0 RC1 Build 243 (200712220,

It is recommended that vou close all other applications
before starting Setup. This will make it possible to update
relevant system Files without having to reboak your
computer,

Click. Mext to conkinue,

uext:b _I [ Cancel

- Tick on “I accept the terms in the License Agreement” checkbox and click on “Next”
button.
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+ WiSeForm 1.0 RC1 Build 243 (20071222) Setup

Licenze Agreement 0
Please review the license terms befare inskalling \WISeFarm 1.0 '
RC1 Build 243 (Z0071222], ;’

Press Page Down ko see the rest of the agreement.

WISEREY SOFTWARE LICEMSE TERMS

[

These license kerms are an agreement between WISekey 54 (WISEKEY) and wou,
Please read them. Thew apply to the software whether vou are downloading it From
W ISekey, com, or another site, which includes the media on which wou received it, iF any.

The terms also apply to any WISEKEY

* updates,

* o innlerments. M
If wou accept the kerms of the agreement, select the first option below, %ou must accepk the
agreement ko install WISeForm 1.0 RC1 Build 243 (20071222), Click Mext to continue,

{(#)1 accept the kerms in the License Agresment
{1 do not accept the terms in the License Agresment

J g e e

< Back ” hext = ] [ Zancel

- The dialog will be shown as below for the end-user to choose target folder for
installation. Choose the destination folder and click on “Install” button to start

install WISeForm application
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+ WiSeForm 1.0 RC1 Build 243 (20071222) Setup |Z||_T|E|

Choosze Install Location

LHE
Choose the Folder in which ta install WISeForm 1.0 RC1 Build 243 -
(200712223, E

.

Setup will inskall WISeForm 1.0 RC1 Build 243 (20071222) in the following Folder. Toinstall in a
different Folder, click Browse and select another Folder, Click Install bo start the installation,

Drestination Falder

| Erowse, ..

B 1Program FileshwisekeytiWISeForm

Space required: 7.0ME
Space available: 6.6GE

WIseEattn L O HC L Build 243 (20071 2227 Installet

< Back ” Install ] [ Zancel

4

Wait for WiISeForm installation progress completed, then click “Finish” button to
finish.
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+ WiSeForm 1.0 RC1 Build 243 (20071222) Setup

Completing the WiSeForm 1.0 RC1
Build 243 {20071222) Setup Wizard

0 | WISeForm 1.0 RiC1 Build 243 (2007 1222) has been installed
rs \ | 0N ¥Our Compuker,
i
e Click. Finish to close this wizard.
i
S [*]Run WiSeForm 1.0 RC1 Build 243 (200712223
Shove Readme

d. Setting up your encryption method:
To begin using WISeForm you need to set up the encryption method firstly. At the first
time WISeForm was ran, WiSeForm will show the dialog which helps you to set up your
encryption method. You can choose to use password or certificate to protect your files.

- Using Master Password: At the first time WISeForm needs the password to
decrypt a file, it will show a dialog to help you to enter your master password. The
master password will be cached until you end your session (close the browser or
exit WISeForm Application).

- Using Certificate: WISeForm allows you to use your certificate to encrypt & decrypt
your WISePasses, WISeNotes. WISeForm will use the public key of your certificate to
encrypt file and use the private key to decrypt.

e. Setting up your personal folder:

All of your files (WISePass, WiSeNote files) in WISeForm can be categorized using
Folders -- same as Windows File Folders. You can build a tree-like structure using
folders and stuff it with your WiSePasses, WISeNotes. There are two ways to manipulate
your folders (create, delete, rename), which are:

Use Windows Explorer or other file manager programs:
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- Open your WISeForm user data folder, by default it is located in My
Documents\WISeForm\Default. But it can be different because you can change
your data folder.

- Inyour data folder, you can create, delete, rename a folder as you do with a normal
Windows Folder.

- All your changes in your data folder will be updated in your WISeForm Application
& WISeForm Toolbar.

In WISeForm application

- On the WISeForm’s center left panel, right-click on Home folder or any of its sub-
folders.

- If you want to create a new folder, choose New Folder menu item, if you want to
delete a folder, choose Delete menu item,...

III. WISeForm Components
WISeForm has two main components as described below:

a. WISeForm Application:
[s the GUI application which helps you to manage your form (general forms, login
forms, etc...) and notes.

b. WISeForm Toolbar:
The WISeForm Toolbar will help you to deal with the forms in the browser, it also
allows you to access your notes. WISeForm Toolbar works with IE 5.5/6/7, Firefox
2.0.

IV. WISeForm Entities
a. WISePasses:

Use WISePasses to store form data in a web site that you visit, data such as User name,
Passwords, Registration Form fields, etc... You can save any form data to WISePasses and
use it to fill a form later.

b. WISeNotes:
Use WISeNotes to store your secret information, such as your ATM PIN, software serial
numbers, password to your host, etc...

V. Working with WISePasses:
a. Creating, Using your WISePasses - Working with WISeForm Toolbar:

£ WiseForm - | - |4 Logins = @3 Loginyahoo.com2 + {4 Loginyahoo.com « | i# save Form [ 2] Reset Fields
ke

Create WISePass - Save Form:

- Open any active form on IE browser
- On WISeForm toolbar, click “Save Form” button.
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The Save Form dialog will come up.

Enter your WISePass name and select a destination folder.

Check the Protected option if you want your new WISePass will be protected.
Click “OK” button.

The new WISePass will be saved in the destination folder.

Fill form using WISePass:

On WISeForm Toolbar, click on the Logins button; choose your WISePass which
you would like to use.

Leginyahoo.com

Legin.yahoo.com2

'€ Blank Page - .- ee ,\'
OO-Te Lo [x Jlesaiig
File Edit View Favorites Tools Help :
(-] WISeForm « | - W" E Save Form i) Reset Fields ?
oot = b
Wk |@ Blank Page B | Bty Erncis : RN R
—_— [ MyForms » ! @ wWiSeKey
@ My Forums 2 | & W%QEKE}’ Reg Form
[ My Notes » -
[ My Shoppings L
& CNTTUN
o

Mgoc (CertifyID) AR

If the current site is different with your selected WISePass’s site you've chose
above, WISeForm will automatically navigate your browser to the WISePass’s site
and Fill or Fill and Submit the form. The default action when you click on a
WISePass menu item can be change by setting the options in WISeForm Options
dialog.

You also can fill a form using WISeForm application, Right-click one WISePass in
the WISePass list, and then select “Login” or “Go & Fill” item. The default browser
will be launched and when the web site is navigated successfully, your selected
WIiSePass will be filled. If you select Login menu item, after filling your form will be
submitted.

Please note that WISeForm will display all WISePasses which have the same
domain on the toolbar. See the picture below:
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g Wisekey contact form - - as 9

U O | ﬁ, .h1.:.tp /isecure, certlf_b,'ldfDm.."generlcfaskmfoﬂnfoﬂequstError aspxlaspxerrorp: ~ ‘ 3 | }(

J_WES-EE
T — T
File Edit View Favorites Tools H!etp

E (] WiSeForm - | - [ Logins ‘l Ngoc {Ce:’crﬁ.-'ID] AR - E Save Form |25 Reset Fiel
W [ ] ILJ Connecting... ll‘:) Cennecting... [( 4 Wisekey con.. Xl I fo -8 -~ & -

WIS@/cey “ )

- When you click on a WISePass button, a drop-down menu will be shown and there
are four actions you can take

e P _—
. S e -

foRequestError.aspx?aspxerrorp: = | +

Ngoc (CertifylD) AR =| i@ SaveF
Fill

Fill Empty Fields Only
Fill & Submit

Edit...

TR MEITON REOIE S6. FO
:"-\:' % IV A N 59 L J 1.. i L
"“r‘ B # .

1. Fill: This WISePass will be filled into the current site.

2. Fill Empty Fields Only: Only empty form fields in the current web site
will be filled. Those fields with default values are kept unchanged.

3. Fill & Submit: Fill the form then submit it.

4. Edit: Edit this WISePass in WISeForm Application.

b. Managing your WISePasses - Working with WISeForm application:
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.
U WISeForm . . LA B R » E@Iﬁ
E File Edit View Actions Tools Help
iHdX D@ @
WiSePass Home [d| My Forum ¥
All Folders | |
g F_'] s — Form fields
(@ My Emails - Mame .DESCI'IptIOI"I Categ... B o
@ [ My Forms gi’—ﬁ] Ity é = e z Erarn ey
oot = agin - :
[ My Forums @ Gile| =1 = ] 7 o
@ My Shoppings G5l Ed  GoarFil N — passwor
L_a. New Folder =N e autologin True
ﬁj B = [ hideonline False
@ 51vh| K | Delete Ctrl-Del |
&‘i:}ﬂw Rename... F2
&j Eﬂ] W Toggle Protect/Unprotect  Chrl=T
& Print... Ctrl+P
Misc info
URL: ——
Category: |Categor}r0 - |
..... Description: | My Forum = Log in |
E WISePass Created on:  2008-01-16 15:04:33
Q —_— Modified on: 2008-01-22 10:27:43
Go to the WISePass' site then fill form I@

B

Use WISeForm Application to manage your personal Folders & WISePasses. In the
navigation folder, select the folder you want to display your WISePass - that folder will
become the active folder, and its name was displayed in the header of the WISePass list view..
You can select any WISePass in the list view, and the detailed information of that WISePass will
be displayed in the detailed panel.

- Editing WISePass: When a WISePass was selected, you can modify its form fields,
URL, Category, and Description in the detailed panel. To Add, Rename or Delete a
form field, use the Edit menu in the main menu bar. Use File\Save menu item or
click l=l button on the main toolbar to save your modifications with your WISePass.

- Searching WISePasses: In the search box, enter words to search for. WISeForm
will return all WiSePasses that their names or descriptions contain your entered

words. You can click on | K | button or press Escape when the search box has
focus to clear the search results.

Home (Search Results) W

|M3,r Forum| H X |

Mame Descripticon Categ...
ﬁj[__n]Mjr Forum Mj.r Forum :: Log in :
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If you right-click on the WISePass list, a context-menu will show and allow you to do
some actions as described follow:

Login: Choose this item if you want to navigate to the WISePass’ URL, fill the form
then submit it.

Go & Fill: Choose this item if you want to navigate to the WISePass’ URL then fill
the form.

Goto: Choose this item if you only want to navigate to the WISePass URL. Don’t fill
the selected WISePass.

Rename: This menu item allows you to change the name of the WiSePass. If you
choose this, a Renaming dialog will appear and you can input your new WISePass
name here.

Delete: This menu item allows you to delete your selected WISePass. A confirmed
deleting message will comes up and ask whether you want to delete the selected
WISePass. If click “Yes” button, the WISePass will be deleted and moved to Recycle
Bin. If “No” button, WISePass is kept unchanged. To permanently delete your
WISePass, press Shift key when you choose Delete menu item.

Toggle Protect/Unprotect: This menu item allows you to switch between
protected & unprotected mode for the selected WiSePass.

Print: Print the content of the selected WISePass. If you choose this item, a print
preview dialog will appear and you can the content will be printed before you
decide to print your select WISePass.

VI. Working with WiSeNotes:
a. Create a WiSeNote:

On the WISeForm application, select WISeNote on the WISeForm'’s left panel.
Select any folder which new WISeNote will be saved into and under File menu on
the main menu bar, select New, then seletec WiSeNote menu item. You also can
righ-click on any WISeNote folder, then choose New WiSeNote menu item from the
folder context menu. See the figure below:
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rE WiSeForm — - ‘T’
! File Edit View Actions Tools Help
FEERGELI) »
WiSeNote Home r
All Folders | &
= Em| Mew pvIseMote..,
o g‘
o Hew Frddes Firefox 3.0 Beta .« .
ﬁ Rename LIDW Label File
O | et | Medium Level Pagh
U . i My Mote '
h Mone-Protected
Explore... J. j
b wiserass !
Create a new WIseMote :

11

The “New Note” dialog will come up and allow you to enter your WiSeNote name

and description.
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Mew Maote - WiSeForm - ﬁ

WIseMote Mame:

My host infor

WISeMote Description:

This is my note|

Protected

[ 1K H Cancel

L I .
- Enter values into required fields. Check “Protected” checkbox if you want your new

WISeNote will be encrypted while saving.
- Click “Ok” button to save the new WISeNote.

b. Access your WiISeNotes from WISeForm Toolbar

rg Blank Page - - e T = _’?
. OO - |§| about:blank ‘
Sl L e

: File Edit View Favorites Tools Help
[() WiseForm (Debug) ~|| + [ Logi
: & Logins L i P
= ls] Motes b L MyEmails ¢ |—*
Took . L] MyForms »
Dptions.. O My Forums :
LJ My Shoppings 3
ull ek O Mew Folder b
fibant | Firefox3.0 Beta 2 is out
I @ | LowLabelFile
& | Medium Leul} Process
@ | My MNote
@ | Mone-Protected ‘;

|
I
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Start your browser.

On WISeForm toolbar, click on “WISeForm” button.

Under WISeForm, click on “Notes” menu item and select any WISeNote.

Your selected WISeNote will be shown in WISeForm application, And you can edit
your WISeNote here.

Manage WISeNote

Use WISeForm Application not only to manage your WISePasses, but also to manage
your WISeNotes. On left pane, select WiSeNote. In the WISeNote navigation folder,
select the folder you want to display your WISeNotes — which folder will become the
active folder, and its name was displayed in the header of the WISeNote list view. You
can select any WISeNote in the list view, and the detailed information of that WiSeNote
will be displayed in the detailed panel.

Editing WISeNote: When a WISeNote was selected, you can modify its content,
Category, and Description in the detailed panel. Use File\Save menu item or click
on I=l button on the main toolbar to save your modifications.

Searching WISeNotes: In the search box, enter words to search for. WISeForm will
return all WISeNotes that their names or descriptions contain your entered words.

You can click on | X ] button or press Escape when the search box has focus to
clear the search results.

Home (Search Results) U

Notd T ||
Marne Descripticn Categ...

'iJ—aJ Medium Level Process  Medium Level Process...
& [ My Mote This is my Mote
@ | S)iMone-Protected Mone protected Mote
& |51 My Notes 1234 GBH
& |5):My Notes

If you right-click on the WISeNote list, a context-menu will show up and allow you to
do actions as described follow:

Delete: This menu item allows you to delete your selected WISeNote. A confirm
message will comes up and ask whether you want to delete the selected WiSeNote.
If click “Yes” button, the WiSeNote will be deleted and moved to Recycle Bin. If “No”
button, WiSeNote is kept unchanged. To permanently delete your WiSeNote, press
Shift key when you choose Delete menu item.

Rename: This menu item allows you to change the name of the WISeNote. If you
choose this, a Renaming dialog will appear and you can input your new WISeNote
name here.
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- Toggle Protect/Unprotect: This menu item allows you to switch between
protected & unprotected mode for the selected WiSeNote.
- Print: Print the content of the selected WISeNote.

d. Setting options for WiSeForm:

From Tools menu, choose Options menu item. The Options dialog will be shown. In
that dialog, you can see three tabs including: General, Security & User Data tabs.

- General Settings: In this section, you can change the option for WiSeForm Toolbar
such as enable/disable auto-save function, enable/disable auto-fill function, and
select the default action when clicking on a WiSePass menu item.

o Offer to save login forms: If this option is checked, WISeForm Toolbar will
ask you to save your login data each time you submit your login form at a
Website.

o Offer to automatically fill forms: If this option is checked, WISeForm Toolbar
will automatically fill the matched WISePass for each visited sites. If many
WISePass were matched, WiSeForm Toolbar will show the dialog which
helps you choosing a WiSePass to fill.

- Security Settings: In this section, you can change your current protection method
(using password-protection or certificate-protection), change your master
certificate, or change your master password also. You can enable/disable the
protection for each new entity or change the encryption algorithm here.

- User Data Settings: In this section, you can change your current data folder, backup
your current data or restore your previous backups.
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